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2. EEMAENITEN EUEERFMDSIT exe X, RIFEERET StoreFront™ BE—&1It
BHlL,
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3. IFRRER LERINBRTREL R,
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1 B A R B

1SR LUEREIRECE T E T3 Secure Private Access fl{FHIEIEEFHRHIZ,

1. UEIERIRITF PowerShell S{ep SRR E o

2. Change the directory to the Admin\AdminConfigTool folder under the Secure Private Access
installation folder (for example, cd "C:\Program Files\Citrix\Citrix Access

Security\Admin\AdminConfigTool").
3. IBITUT@aS :

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder>
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Configure NetScaler Gateway

BINIRE N AX L E SR 2 B2 NetScaler REBE{RTZ NetScaler Bt &,

1. M <https://www.citrix.com/downloads/citrix-early-access-release/> F&ifIZR,

To create a new NetScaler Gateway, use ns_gateway_secure_access.sh. To update an

existing NetScaler Gateway, use ns_gateway secure_access_update.sh.

2. FHXLERIA E1E3] NetScaler 1T &, ERILUER WinSCP A ERFE, SCP s, Hlul,

*scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp*

p=F g

« BINfEA NetScaler /varitmp X432 K764 IR E3E,
« FARXMHLL LF T4 R RTE. FreeBSD A%#F CRLF,

o WNRITWERFEIR -bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh\AM: bad
interpreter: No such file or directory , WRRITEEARIEH, EJLUEREMAE
XAYmEESS (B30 Notepad++) FEIARIA,

3. @i SSH & F %) NetScaler HYJIRE|MSITRE (£ NetScaler S 1TREAHA 'shell)) o
4. fE_EEZHHIARTRIT. FH chmod SaRITIIEE,

chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7f NetScaler e B1TRE ST LB RIIA,

6. WAFMBEHNEH. BXESHIIKR, 15E Prerequisites,
N FEHHIIERCE XA SSLIEH, EMTE NetScaler LI HR,

HESER—NEE—EHZ NetScaler S G (EBIARREA var/tmp/
ns_gateway secure_access) o

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15
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7. Y% NetScaler CLI, FfERAH#LAIERSMITIXHFIEITERB NetScaler sn . B4,
batch -fileName /var/tmp/ns_gateway_secure_access -outfile /var/tmp/

ns_gateway_secure_access_output

NetScaler R ZF—EITXHFHIEG TG, MRENHTRK, ERBREHRIT T 0T,

MRFZREEFEIETE 6 PRANENSHALER, NaausERkMK,
8. IARFIEMSEENINTE M.

R HIEIR, NetScaler IRBITHRGMOHEDCIE/EH/HBERR. Hit, WREBTFXE
TESHEAERMEIENER, BINMNAFHRERIE,

FEEBINEBEER NetScaler f1 X _LECBERZEFFT 50

SRR ATEIRE NetScaler Gateway L1 BHIARSZ1F Secure Private Access. B, ZHARS
BEHUTRE :

« A NetScaler W x LIRS 28
« 487 %| NetScaler Gateway FII B SIEIREM I HREE

BRREAITE TR ZAINEHRITHEE, HEIEMXEENEMN.

NetScaler Gateway FE#IARS5 28 LHIE X ECEigE
AN EFINE NetScaler Gateway EHIARS 20T, BRERUTEHIRENEXHE,

tcpProfileName: nstcp_default_XA_XD_profile deploymentType: ICA_STOREFRONT icaOnly:
OFF

B

ERNMELARSS 2

“add vpn vserver _SecureAccess_Gateway SSL 333.333.333.333 443
-Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile
-deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com
-authnProfile auth_prof_name -icaOnly OFF"

BEEFRELARSES

© 1997-2026 Citrix Systems, Inc. All rights reserved. 16
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“set vpn vserver _SecureAccess_Gateway -icaOnly OFF"
B X EURS2FBEBHINFAER, 1B3BIH vpn-sessionActions

NetScaler [l X 152 (E
REFREBI RIEREEEEDIN X BIARS 2. CIERERIEN, BRERUTSEIRENEXH
=8

« transparentInterception : % 7]

« SSO :ON

+ ssoCredential : F&

* useMIP : NS

e useIlIP : %]

e icaProxy : XM

e wihome : "https://storefront.mydomain.com/Citrix/MyStoreweb" - i NELAIEE
URL

« ClientChoices : %]
e ntbDomain : mydomain.com - used for SSO

o defaultAuthorizationAction : 73iF

« authorizationGroup : SecureAccessGroup (IEMRECIZEILLA, ERTFHELZIE RN
FFERBERER)

« clientlessVpnMode : /5

« clientlessModeUrlEncoding : i%RA

+ SecureBrowse : EEH

e Storefronturl : "https://storefront.mydomain.com"

+ sfGatewayAuthType : 13
NI
WINSIERRLE

add vpn sessionAction AC_O0S_SecureAccess_Gateway -transparentInterception OFF
-SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF -wihome

"https://storefront.mydomain.com/Citrix/MyStorewWeb" -ClientChoices OFF -ntDomain

© 1997-2026 Citrix Systems, Inc. All rights reserved. 17
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mydomain.com -defaultAuthorizationAction ALLOW -authorizationGroup
SecureAccessGroup -clientlessVpnMode ON -clientlessModeUrlEncoding TRANSPARENT
-SecureBrowse ENABLED -storefronturl "https://storefront.mydomain.com"

-sfGatewayAuthType domain
BEHRIERE -

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception OFF

-SSO ON

B X ESHEAESR, 15517 <https://developer-docs.netscaler.com/zh-cn/adc-

command-reference-int/13-1/vpn/vpn-sessionaction> o

B 1cAe MAEFHRAN

S #F Secure Private Access 1G4 M eE I EFHHY NetScaler Gateway 0] F§ FHZEFEEH ICA
NAER. EXMBERT, BUARELZEZIEMAN (STA) FHHELES NetScaler
Gateway, f= : STA BRS385:& % 2 Citrix Virtual Apps and Desktops™ DDC ZREM—389

BEXHMAER, BERUTER :

« 7f NetScaler Gateway FECBEZ L EIEM AN

o BRI : Citrix £ M %/ NetScaler W X ZLZEFMA N

XFFEERAREE

TELLTRRAAR, NetScaler Gateway R EMAZRTE . EILHERAM X ARG RE GEIA AR

=
o

e 13.1.48.47 REShRA
o 14.1-4.42 B ERA

EREIA IR ERAR LA NNE] Secure Private Access HE{EFIEK T,

fEFAYIH#E ns_vpn_enable_spa_onprem 3 ns_vpn_disable_spa_onprem 7EiX%E NetScaler hix
A EER/ZRItkIh8E,

o IEOILUER®S (FreeBSD shell) #1THi# :

nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

o WEILIEITUA T4 (FreeBSD shell) A HTTP [EiFECEE A SecureBrowse & P Imi&ET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18
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nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode
- B2, 5ERETHEHRNG S,
o BEIIEA X BT ER X #, 1EIE{T nsconmsg o
« E7E NetScaler Gateway EACEEREIHIAITE, 1FZIA (7 NetScaler Gateway EEEHEE X
T (BREIRETE) ) o

-z

EHPRHIFAEFEEI
B NetScaler Gateway BJ LUES IARE R, BrRIsEFIETLIREER NetScaler fLiE, XLLEACE
FTEmid BN AEE,

JBN7E NetScaler M % EfEMA ICA X1, ECiE NetScaler WX By, LIhEER MR,

ill]%,mﬁﬁﬁnﬁ§?'1:qﬂﬁ’3 NetScaler, MMAMIFFLZHIT—LEEHR, Fla0, IF NetScaler EH
A B ERER O E#HITEE,

* If you enable SSO on NetScaler Gateway, make sure that NetScaler communicates to
StoreFront™ using a private IP address. You might have to add a new StoreFront DNS record

to NetScaler with a StoreFront private IP address.

EERFR X BIES

BN X IEP _E1ZF Secure Private Access #3ERE, BHRITUTHE :

1. LUEIERABPRITFF PowerShell &S RHE .

2. Change the directory to the Admin\AdminConfigTool folder under the Secure Private Access
installation folder (for example, cd "C:\Program Files\Citrix\Citrix Access

Security\Admin\AdminConfigTool")
3. BITUTHS !

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl>

<PublicGatewayCertificatePath>
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Citrix Secure Private Access - it

i<t

ECENRER

1. EENRARFRENNLE,

« WTFARNABRERF, ERHNLTWENB.
- WTFAMNARER, ERENLEMERER.

2. BNAREFFAERHMIBMAUATFRER, ARRET—%

|
- NARFSH - MNAERNET.
- NAERFER - NBEREFNEEREL, HEIRERERFPNIERS, EEFIMUE
KEYWORDS: <keyword_name> MILANAREFHAXH#T. EolLUER * BT ImENBE
F. BXFAER, BRI * BT MEZRR.

- WA - RINEL BRI AIRFHTIE Citrix Workspace™ Ul R R RIS RFF2 5]
2 (MNRER) . FBaIUAB TN ARER RN, WeIAER Citrix Workspace Ul A
BIREZER, 59 Web 5 SaaS WAREFIEEXINGE, ZNARZERNERTE Workspace Ul Y
BFEZEF T,

o KR FAFNTHEEREE, SEIATUAES DN ARG,

o HKH/IFAERNBIIATAE R MBS PR B0, Business And Productivity\Engineeringo It
4, IEFEBRXDANE, EERMABEREXIEMHZER, 20X Citrix Workspace Ul #
K%M 5 N AER 2R F R R AR AFALE, MR FERNFERIT] L,
Ba0, NREENBER KR FERPEIR A ST~ ERRA LS4
137, MR T SMEF 2Rz, Citrix Workspace Ul FIEEFIH—N 4 gk 350
=S BIET SR,

- NRAERFER - 2EENERAERN BREFET. B 4X/NBRA 128x128 &%E, H
B Ico R WMREBAREHER, NaEREIAET,

s FARARETRNARER - IREFEEAF ERNEARRER, HRFILED,

« URL - A#ZFH URL.

- X - EXIFERIBIENAEF URL BE1ER. EERAILURMIEZAE X IR ER
%, BENFRAEFERMBIMET — 2 &It Em el It BE R AW R B R AN E
Citrix Workspace T2+,
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o FAVFE P MIGESEARIBR — & o5 1R ] A R R FBRERF TR M Citrix Workspace R 2
BRI R B RE SR P IFRZR BIERF, EFIGATS, Citrix Workspace N 2N A
EENE LARER—1EEEFE.

o RIAVFRAF MRS RER — & &5tk BaT FELETT 5% M Citrix Workspace R F2 R BY W
N A2 FI R P MIFRZ L AR

WERRILIETNfS, Citrix Workspace NAEFH N BEFNA LA ER— W BN ER BT,

NER M Secure Private Access 5 & MBRARIZ A BERIBIN BIERE, MATBM Citrix Workspace
FREY I ST R P F PR X L A2, ZNSR M Secure Private Access IS MIFRE T2
F, MAZBEIM StoreFront™ FRIFRXLENARER. NARERIERE @ Web NARFIEEFE A
&8, SaaS NFATERIEE A"

3. BiRTE, ARBEH TR

TR IRE > NARFE TEEMEERENNAREF . EXEZHAER, FEHARERE
BigiE,

BT R

FoE N FRTE A RYI 18] SR AR
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G A AR R EC B i (R SR B

AR FERIER P AP AR AR ERANNAREFIAR. 5, EEALLGESHNEZ 2R
HlIRE BX N AEFRIR R,

1. B BUERER,

2. 71 NARERF F, EEEREITIHRRBRNEER.
3. £ AFIARPA b - EERGUNARRAFA, UAERSITESIELN AR,

- CENUTERM | 857 L EALTIEER AP SEF W iFiniE.
o FERUTERSM : FR7T FERPIILBIBARAZS, PR SEERTIFAR.

4. B FIMEE SFIET EFSRENE— R, XERFERE NetScaler® Gateways
5. YEIE RUFARE, AEEEET LAV IBA R AR SRSt
6. 72 AT TIRIE o, SRR T RPN IIN B AR B ITHIN T2 —.

. RV

. RYZIRIHIA

. 4TI

HITEE RWRRIAIR BY, ER]LOEEZELL TR,

|
- FREIBIMGHRIGIR | AN AR SRS MR BIRYEI ) & SN2 F,
« BR&IFTED : Z2F M Citrix Enterprise Browser N&R# T+ ENRYINAE,
- RETH : ZRAF NEZBRFREBHIT TR,
- BRI EfF . BRAFENAREFRER#HT EETIEE.
- BKE C AP RELETOKE, HbasBEANARAMAFITEN P i,

- [REIREIER | PHLERBICRER. SAPSAERRFANERERNAERI, PrEkE
HRERRICRB[LNE. A, BRENBRER LRITHREEEBZRREICREF.
Fan, N7 Office 365 B TN AREFFRIFHKEE, HHRFYiE Office 365 Word 14,
NFRE &R EREICREE ENE,
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- BERFEHR  FRCATARRHRIEFIAEFHBRERNIE. MRAFZHHR
R, WSHEREARR.

RBEICRIREHIRBEFIGERTF Citrix Workspace™ SEEF o

7. ERBBAIT, BARRIRT.

8. R REFNEAKRE . MRREFIED, NWRAZEERE, MARENARZRF LEEIT.
BE, EHAILOEI ERYIRIT X MR SRE8 D1 S A SRR

IR ERBR R ek

BIBMIAREEE, RIABER TN ZARREOE— MR RS. ERIUEDRRE TN LEES
L5k Ro

BEEENAERIEERSHRE, HARBRHTITG, NRIREATESEXNERSE, WRIHET
— MR RS BRIEBIRES, MRILIEHE,

ERILLEE fE AR AR 5 R L TR SKEAR R E LB TS Eh RS, MMmESRLARITF,

EETR

MNEFiHITEN, (Windows 1 macOS) WiFEMECE,

ANl
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RLRAPRE

RigEERENFAAFEE T HHKENMITHRFIR Office365 NAIERF. ME, HRELRFIIE
Office365 N FTEREY, KENFFTENERGIABN BT ZNRAER-

AR BIAHITU TS B F 6ein10) Office365 AER -

1. /L:\Z'SIﬂEI:TM J—‘_ﬁﬁ&f‘_ﬂ‘ilﬂ F_ETM Pﬁr_o
2. BRIEE,
3. B NERKFRIF, SAEE L Office365 N HER.

AR RENZREEE Office365 NARRFBEEMHAE K, A, MRELAFPZIHM
Office365 N T2 TN LEEUE, NaZimAR EniTHIRENE .

BRaE AR RS NEMEEMNBREFAENKAER. EXFAER, B2ANEE
RL Zsf0%| Citrix Workspace [V FATZF,

EiE
5 URL
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7Z2F B 5015 Web Studio $ERY

Citrix Secure Private Access™ is also integrated into the Web Studio console to enable users

seamlessly access the service through Web Studio.

B AEEE Web Studio 2308 B = AR A

PATU TS BUUE R Web Studio 5ER :

1. Install Citrix Web Studio by using the Citrix Virtual Apps and Desktops™ installer or integrated

DDC installer.

2. HERE ENHBTRRE, SRFRTRAZEHZFHLEY, %A DDC FQDN {EiEHlsit
ks,

3. After successful installation, navigate to the folder C:\Program Files\Citrix\Web
Studio\Site\assets\json and modify the content of the spa-config.json file. If a non-default
location was used for the Web Studio installation, replace the default installation location in C:

\Program Files\Citrix with the correct location.

1. F#“SpaServer B AENEZ 2B IHRHEAHEY FQDN,

2. BRI Web TE=E,

1. EEMSHMSEEF, 3 Secure Private Access <Preview> UM Web Studio FiRIZLFE
HiREIBEHIE,
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T

TRETEREERIZE

4 Secure Private Access f&, ERIMUMNISE TTEHEHIZE,

BN AR B

{EFILIEE Secure Private Access 1R BRRINE FBIZFEFIR, RAIRR RGN TAGHE X1
MR BRI IR AR (AR

1 & 08 > AR

2. MRBHE, FAILISEHHEEITH BB HLTL,

l—l-l N, \
EREZLAFIHNNEERER
EE N IGE > BEBER MEEEEERYRHMNMITIER, BXEZE Secure Private Access FIE
BRFRTTENE, tEERMETUNEMEERERRMIFIEES,
SRR LURINEERA, UWEZATIFTE EIEAERE BIHRNR,

1. £ BEG UEH, B& R .

2. 7 8 &, SRR EIE R AT,

3. £ APEAFA F, “FRILAFFERAF A,
4. 7t BEGAEE B, ERVIMDECLS AP BIRRSE

EiKB5ThlfE, %1 StoreFront™ I NetScaler Gateway HIfR
SaaE X IFAER

TE5EHX Secure Private Access EREMECES, BRI Ui SR IEDE, i StoreFront #
NetScaler® Gateway FIAE X 2% B #1718 B HIE1Eo

1. R %8 > £l

2. REREERASEFIETTNRERLR, AEEHMZEER.

3. SERIFEMR, UARXLEIGERE ™.
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MRZLIEIFRNZEES StoreFront REIBIIHEN L, NITE; StoreFront EIZAF7E
StoreFront 3i&1T,.

R FHIZE (/zh-cn/citrix-secure-private-access/media/spaop-manage-settings-dayn.png)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 27



Citrix Secure Private Access - it

WE. 203

Secure Private Access BIEHIRAENRIRERSNRAEFER. NAERKERERSHEXHE
=+

JCNO

| P 4

ERIEEMIRMNESBEEXHEZNEE, Er@IRE+SREKRMNG], BEFERRTES
LHEMKRIRPEINGER. ERILNAFBESE A CSV B,

TR ERTmERE CERIMER) KMLIBRER.

%ﬁﬂumﬁTW%ﬁ,#%éﬁ%?&¢%ﬁ%%§ﬁ,N@%E%Hﬁ%mo
- AFR%

.« %3

o EHAR

- ZER

« £5ID

- FARER
LR ISR A P BE MR G IR ITY 0BT e R B R A TR ERIEREE T,

- = BTERSERZ M2 ER BE/RE,
o 1= BT ERTISEERMFHI A SR,

o ~ BRI CEEREH B TR,

o I~ BRAGSREREE RGN A TR,

Fan, SR OB EERT BRPEAFRTE Event-Type = DSAuth RIEZREHAEDSAuth”,

FElfEh, EEREED A I ANEoperatorBIBF, BFEHAFRTE User-Name ~ operator, [HERS
FHFRE 2 ARiB operator I F %, 40, “local operator’. “admin operator”

WA LUERSES ID BRSENEHEXNERE. £5 ID XK TIHRIEKRWFAE Secure
Private Access H&o — M NARFIFEIERAIUERZTEE, NERRIEHE, AEENAER
ME, REENARERANAS, IEXEEHHREERNEENAER. £5 1D BT XEMEXLER
Fo EAIUERAES D MEKEHIREE, UERESRENAEFIAREKREXWFAEEE.
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EEHEPHN_E TR

FAERY PR RFAERERER BTSN E PR X AN ARSI RUR 512K X EXAY
ETFX#RiE.
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PR IR

AT HH|H T EIRE Secure Private Access BYE]ESB T IV — LR,

WP IR BUEZELIETE IR StoreFront B&E N % /B % #FE Secure Private Access fRS5 88
EIP

IETHE X $HIR

BHIRHR  TEBIMA—THZ I X RSB ERIABGER. BRFGE © RIBEH Citrix Virtual Apps
and Desktops M x IEBRIAEEI A XN EFH M X IE+H,

BUERE 2T IR

- SHIRHR | QEHIERERNY
ARAR  WTEMER - HEVSAERE SOL RSB LBEEFEERNIZE. BEA. B
PR,

- SHIRHR | QIEBIEEXN | BUEEEFT,

IeERE R AR E U FMERIBR TR,

- WIS BEIRERAR T BB LT,

- MIREBREECIRMIERE, NZEIEESARERIEE. MRMEETRELIEE, WA
HER LI IR R,

RRARFR | MU ONE— 2R IEE,

- REDE Secure Private Access FHERMBRIMNM R RIERIRE, EXMIERT, ZAREN
BORREATRERARMIRR

RRRFR | BB AF IR IR

o MERERANAFISERERE (BT REMEE THFERE FHRE) , AEEX
A BB EETEERERNIE R BT, EXMERT, ESTHAN, BIZT—1E
BEERE.

BRGR By nEmaits, AEREBRETHA.
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o ZITBNRETE SQL Server ERIBBEESCIEFRE READ. WRITE. UPDATE BB,

RRBR : BN LERERIIIR. BXFAER, BEIREBIEREFFINR,

- SHIRHR | QIBBIRERERN | ERKW

RRFER :

o MEEIITEN SBIEENNSZEE, MBIF SQL Server O AIE BT
o WNREFAIZIZE SQL fRE2:, BHE SQL fREZ[EE EfER Secure Private Access 1H5E#]

&12 Domain\hostname$ BIEE F%.

o YNRFEHIZIE SQL Server, BERINTENEREDIERNAE, IRAEERAE,
o YNRFEAAM SQL Server (FERLERRRF) , 1B5HKE NT AUTHORITY\SYSTEM AR EF/

MEVBER%,

StoreFront™ #H X BYEF] )2

o FEIREA 1 KBEXN <Store URL> Bl StoreFront &H

IR StoreFront ZEARAIW, BENIREB EMEEHEN], FEHRARFIZE Secure Private
Access [&, TRILIMIGEBIEIN-ELRLE StoreFront 8. i2 F A& LtbEEIRAY StoreFront B[S
URL,

RRFER :

a.

b.

BEHgE", ARREERKIEDF,

1 StoreFront &5 URL #7, #13R StoreFront 2BRER, ERERM,

o FBIREE | KAEECE StoreFront &8, RK . <Store URL>

RRGE

a.

BJRETZ7E PowerShell Hi1THRBERS, 51T PowerShell flZA#3< Get-ExecutionPolicy
DUREUFAE R

MNRZEIRG, EsisdttiREIHF5his1T StoreFront B &ERIA,
BF g8, AGRE £l D+,

. 7 StoreFront EEMAL &, IR5FI &S HEIZAY StoreFront [FiEEE,

BFRIFEE URL S8 TEME %, HERE THEN StoreFront B9t EV EUEIRERN
FR3E1T1tE PowerShell Bz,
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2

If you are retrying the installation after uninstalling, ensure that you don't have an entry
with the name "Secure Private Access" in the StoreFront configuration (StoreFront >
store> Delivery Controller™ -> Secure Private Access). If Secure Private Access is
present, delete this entry. Manually download and run the script from the Settings >

Integrations page.

. J

« $EIRER | StoreFront ELEAREAMAY, RE : <Store URL>

FEHMSIZE Secure Private Access &, ErRIUMNIKE IEMFRIEM X B, i T RELLEE
iRH StoreFront BJE URL.

BRGE

N StoreFront k5 Secure Private Access ZEER—GITEN L, MHIMLLRIE, EAZ0
ELRET StoreFront BV 8B L FEh51T StoreFront ERE,

a. B igE, AREE KM IETF,

b. In StoreFront Store URL, identify the StoreFront URL entry for which the error occurred.

c. BEHILAEIE URL SE0M T EBIA %, HEZLEE TR StoreFront 8918 _EUEE RN
FR3E1T1tE PowerShell Iz,

To run the StoreFront PowerShell script, open the Windows x64 compatible PowerShell
window with admin privileges and then run ConfigureStorefront.psl. StoreFront script is

not compatible with Windows PowerShell (x86).

$ 7 X /[B13E 5 X

HIRYR | REEN <cateway URL> BIEMIX5:H o REEN <callback Gateway URL> B[]
M % %&H

BRSE

I FEREHER AT X ZEHEM X URL, EAMRSIKIE Secure Private Access f5, RaILIMN %
B A -E4RIER *x 5B,

1. BEgE", ARSHERMNETF.
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2. BHAEHERYRTRI X 3tk sk AR X ik LUK 3L 1P ik,

Z2MBHRRSHBA X

SEIRHE  RBEFEH IS ., FREEEFHETN IS

RRRAR

1. ¥3%| Internet Information Services (IIS) PN AR, HIEEUTNAEFMETEEIFH

IETEETT -
o ZEABIHEBITR
« ZEIHIHNEEM

TEREERIA IS IS "Default Web Site" BHIEEITITo

BUEFERRERW

EIEHR | EBREERN
BIEEEEN TR TZMHERMAEK
« BBFBHANIE, Secure Private Access 1 =N T EIHIRIEGEERS 28,

PR R L RERIEERO (BARO 1433) BEEM NS B TH,
« Secure Private Access H{F FENZE EIED BB ERINR.

BRAR . FBH L2 B IR SQL BIEENIR,

M X ERERERB. TERRAFIES

ERHE [ »REEEELRM, HIMEIRWEEZOERNK, TEFIRALIES...”
RRFR :

- [FRAEETEFhRFM % A+ _E1£Z R Secure Private Access $1EZE,
o UEIERIRITH PowerShell SR AR E o

» Change the directory to the Admin\AdminConfigTool folder under the Secure Private Access

installation folder (for example, cd "C:\Program Files\Citrix\Citrix Access

Security\Admin\AdminConfigTool")

o BITUTHS !
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.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl>

<PublicGatewayCertificatePath>

SR IIERE

Secure Private Access i&{TEIARZ IS BAIIEECE R RE /AR R TIE, RARZIFER Windows
BAIEIE (IWA).

Hthjr) &
L 2B/ NSRS

BATIUTH B LIAIEE Secure Private Access 2B iFal .

o UEIERMNPEITF PowerShell SRR E .

- IENEN SR TEERVIRE) T 2B LR mIZEX 4K %9 Admin\AdminConfigTool #Y
FXHF, FlEN, EEILUBIERBITRAETRAFRITUTARRTAULLERIE © cd "C:
\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool",

o BITUTHS

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

“B2TRIFIRE SQL BHERFINFR

3F BEohEIEERIE, Secure Private Access fiff EN AN BB E R IEEM IR KIBEZE MY
R

IERURRE -
BEHRITIUT S B RIG B IR IR,

1. EA%FMEE citrixAccessSecurity<Site Name> BIE—NZEHIEE, HP <site
Name> TREEIBIHELRET. (B4, CitrixAccessSecuritySPA)

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 79 Secure Private Access ERIHEIZEN 2B 108 SQL Server B R %, a0, w1REA Secure
Private Access RIBIHEN&FRE HOSTL, itEAEZE DOMAINL, NHEESH%
= ‘DOMAINI\HOST1$", MRERLZECIE, NMelUZBEILSIE,

USE CitrixAccessSecurity<SiteName>
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CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
BIUEAN T EAHEIES -

SELECT DEFAULT_DOMAIN()[DomainName]

3. ¥ db_owner BB ERLHNZRE 7
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1$'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
AHUBHERE ¢
BHAITU TSR, AAMBIEEIZENR,

1. FA%BINMEBE citrixAccessSecurity<Site Name> RIE—NZEHIEE, HA <sSite
Name> EEZEFIFIHRER%IN. (F40, CitrixAccessSecuritySPA) o

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 79 NT AUTHORITY\SYSTEM AF 8l SOL lRFZ2#RER. MIRERELIE, NIRRT

o
USE CitrixAccessSecurity<SiteName>

CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS

3. Assign the db_owner role to the “NT AUTHORITY\SYSTEM” user.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

SIEFoILIBBURERN, TEHNBIEEFHNAZARANINEHENIRR,
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HE Z2% A

RaT LU\ > 2R > BRFMIhEE E1E Secure Private Access,

1. %&#F Citrix BRINMAMKEE™ 7 2308 - R T AL,
2. BEHEE,
3. REBRE LAIREAHITIRE, HmEE,

MR Z2ETRIAN WEEFREBTHK, WEHNE 22T BIHR 251, BNEEZEHSTH
StoreFrontScripts.zip 31§, LM StoreFront FEE B IR 2% AiHIE .

E T StoreFrontScripts zip X1, BRBUTSEBIRE
1. BRANZLERIHNEEES S,

2. BEHgE, SARREEEMEIETF,

3. 7E“StoreFront & URL"EP AT THEZE,

M StoreFront B[ EC B IBR ZLFHIHI0 B

0 ZeFIRR 5, BGHM StoreFront FEIEECEFRRIPR 22 G HR) .

1. BREIZET StoreFront B9+ &

2. Download the StoreFrontScripts.zip file.

3. 1B StoreFrontScripts.zip X HREREE— X HFFEH,
4. UEERNFRFTH PowerShell B,

5. BT TaD ¢

cd <unzipped folder> .\RemoveStorefrontConfiguration.psi
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Z2FBFhH 2308 5HRABYFREM

LB 2308 5IHMA (A#ERBRZ2FEHIR V1.0 # VL5) RRE. BAEAHMAR

& NetScaler W%, B&7EMZAITE ECE NetScaler X A, MFREFHIAIR 2308,

Citrix FEEIN AMKER(TEH SRR HITERERE.

MAHERZEH) Secure Private Access |[BARAS (1.0 1 1.5) T3] 2308 HREHEEFIEUTH

]

N

o Citrix RN AL 3IE#EHI2:, BT Web/ZR&ENIRE N BIEF
« I Citrix StoreFront™ B RN EAIABCE K 7E StoreFront EEIEFT N AENE
o MEBR® WX

Citrix EF N AN SKE™ 312525518

7£ Citrix BRI AN SmE RA1EHI28 L oiESN 22 B IR NAER A UF oot bk E A
PowerShell BIZ<IFR.

Fzh
1. Open Citrix Studio or Citrix WebStudio.

2. B NEAERKF
3. EBRNARER, AREE, ARERBER

fEFRMIA :
1. BEEITU TSR FIRY Secure Private Access MR :
Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"

For details, see Remove-BrokerApplication.

2. WIENAREFRE, ST e o RFEMIER |

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED" | Remove-

BrokerApplication
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Citrix StoreFront cleanup

IRE A BIERTRY StoreFront B, WEILUERIAREE,
 BIEHHY StoreFront fEE : EMAA Secure Private Access 2308 B3 #HY StoreFront FJE,
R 77 BRRACIZRIINE StoreFront 55 2308 ARE. XEE R ERE X R@AHETEFED,
- ;BI2IA StoreFront fE : StoreFront ERVIIBEERIUFoNERE, WAIUERARAFE, B
=, JF7AH Secure Private Access T#5% 2308 HIR IR Z1E StoreFront EBIEREFEE,
Fa
1. Find and remove policy.json (e.g C:
\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser\policy.json)

2. Find and remove folders SecureBrowser (for example C:
\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser) and Resources (for example C:

\inetpub\wwwroot\Citrix\Store\Resources)

3. Remove the "route" node from web.config (you can find it in C:\inetpub\wwwroot\Citrix\Store\)

with the name "webSecurePolicy" routing to the URL "Resources\SecureBrowser\policy.json"

4. EFEDH Internet FRARSS (1S) BFEESR_ERIRIARILG 22515 UM A ES,

e

1. M <https://www.citrix.com/downloads/citrix-secure-private-access/> FERIZ,

2. S _E{£%3) StoreFront i+ E 1.
3. 7£ PowerShell EUEIE G HDTITHIZA,
4. WIARFEEEATT.

ZHIARSMIBRAITF C:\inetpub\wwwroot\Citrix\Store\Resources BIX 43, HFFE FXHELUK
HApyset, FH3F web.config XEF#HTTEH

5. =B Internet FRARSS (11S) BERFPHIRIAMLG 25 &5 AN RELL.

NetScaler [l X BB T {F

NetScaler [f X EEHIRSS 25
RIBRRA (1.0 #0 1.5) BIEEAY NetScaler W X FEIIRSZ 23T B T2 £ E A1 2308,

- EFHIMEM NetScaler W%, ESF .

o EFfIBEIHY NetScaler WX, iFEH .
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RIEREEFRE
AIBARA (1.0 # 1.5) BN IEHRBEFIE(ECIH Secure Private Access 2308 E £ £,

« ZFEFHIMBEM NetScaler W % 2IEHRKIR/ARIE, 1BEIR NetScaler X S1EE{E

o EFLEFBY NetScaler WX, 15ER BCi& NetScaler [F] %

AT =R 2R ENRIERE/AR(E,

RAREE L

£ NetScaler Gateway |BARA (1.0 1 1.5) GIEBIEREREEIRER T L Secure Private Access
2308 JRE&FHRRTRIE,

IEA AT U R BB IR IR AR BS

« FENERRIRINRIE ST NetScaler Gateway R ERRIAABI SN IEFIRAARIHE, EXMIE
T, REEAIUEE R,

o WERIREEHITERR.
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B=TENEM

Citrix AMZ £ & AiA(a)
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